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Why Teach Cybersecurity?
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Cyber crime 
damage costs to 
hit $6 trillion 
annually by 2021.

Cybersecurity 
spending to 
exceed $1 trillion 
from 2017 to 2021

Human attack 
surface to reach 6 
billion people by 
2022

Cyber crime will more 
than triple the number of 
unfilled cybersecurity 
jobs, which is predicted to 
reach 3.5 million by 2021

 Global ransomware 
damage costs are 
predicted to exceed $5 
billion in 2017. That's up 
from $325 million in 2015

Morgan, Steve. “Top 5 Cybersecurity Facts, Figures and Statistics for 
2017.” CSO Online, CSO, 19 Oct. 2017, 
www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-f
igures-and-statistics-for-2017.html.

http://www.csoonline.com/article/3200024/security/cybersecurity-labor-crunch-to-hit-35-million-unfilled-jobs-by-2021.html
http://www.csoonline.com/article/3200024/security/cybersecurity-labor-crunch-to-hit-35-million-unfilled-jobs-by-2021.html
http://www.csoonline.com/article/3200024/security/cybersecurity-labor-crunch-to-hit-35-million-unfilled-jobs-by-2021.html
http://www.csoonline.com/article/3197582/leadership-management/ransomware-damages-rise-15x-in-2-years-to-hit-5-billion-in-2017.html
http://www.csoonline.com/article/3197582/leadership-management/ransomware-damages-rise-15x-in-2-years-to-hit-5-billion-in-2017.html
http://www.csoonline.com/article/3197582/leadership-management/ransomware-damages-rise-15x-in-2-years-to-hit-5-billion-in-2017.html
http://www.csoonline.com/article/3197582/leadership-management/ransomware-damages-rise-15x-in-2-years-to-hit-5-billion-in-2017.html
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Why I Teach 
Cybersecurity...
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Types of Training
❖ Formal degree or certificate 

programs

❖ Conferences

❖ Workshops

❖ Online - self-paced
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Degree or Certificate Programs
❖ DC Area

➢ University of Maryland

➢ University of Virginia

➢ Wilmington University

➢ Lewis University

➢ Many others…

❖ New York
➢ New York University

➢ Syracuse University

➢ Rochester Institute of Technology

➢ Pace University

➢ Many others...
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Top rated Cybersecurity Universities 

7



© Dr.Amy Fox 2017

Conferences - National
❖ Annual NICE K-12 Cybersecurity Education Conference 

❖ Computer Science Teachers Association - Annual Conference 

- Cybersecurity workshops

❖ RSA Cybersecurity Conference - Largest in nation, 

Cybersecurity Professionals and Educators- Workshops 
8
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NATIONAL Workshop

❖ GenCyber - summer cybersecurity camp 

experiences for students and teachers at 

the K-12 level

➢ NSF/NSA program
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Online Training
❖ Cybrary - https://www.cybrary.it/

❖ Cyber Innovation Center NICERC Workshops - online

➢ Cyber Education Program

■ http://nicerc.org/pd/cert

❖ CSTA Cybersecurity Teacher Certification (online)

➢ http://www.csteachers.org/page/Cyber4Teachers

❖ Hacker High School

➢ http://www.hackerhighschool.org/
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© Dr.Amy Fox 2017

Other Resources and Materials
❖ Cyber Innovation Center

➢ Government, private industry academia collaboration
❖ National Integrated Cyber Education Research Center

➢ Develops and shares K-12 cybersecurity material and 
resources

❖ AFA CyberPatriot Competition
➢ National Youth Cyber Education / Cyber Defense 

Competition
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https://cyberinnovationcenter.org/
http://nicerc.org/
https://www.uscyberpatriot.org
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Curriculum Guidelines (Higher Education) 
Joint Task Force (ACM and IEEE) on Cybersecurity 
Education Curriculum Guidelines recommends for higher 
education:

❖ Data Security
❖ Software Security
❖ System Security
❖ Human Security
❖ Organizational Security
❖ Societal Security
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Cybersecurity Unit in Intro to Comp Sci, VHS
❖ Careers in CS

➢ NSA/Lifejourney Day of Cyber

❖ Cybersecurity Fundamentals

❖ Biometrics

❖ Cryptography

❖ Network Security

❖ Mobile Forensics

❖ The Dark Web - Silk Road case study 13
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DAY OF CYBER

❖ NSA Day Of Cyber is a free, online 
program that allows students to 
experience a day in the life of the 
nation’s top cybersecurity experts - 
in just three hours
➢ Journeys
➢ Challenges
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Fundamentals
❖ Properties

➢ Confidentiality
➢ Integrity
➢ Availability
➢ Non-repudiation

❖ Definitions
❖ Threats
❖ Legal issues
❖ Computer Fraud and Abuse Act of 1986

15



© Dr.Amy Fox 2017

Biometrics
❖ Definition
❖ Authentication
❖ Attributes
❖ Pattern recognition
❖ Specific biometrics
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Cryptography
❖ Timeline of Historic uses of 

cryptography
❖ Caesar Cipher
❖ Vigenere's Cipher
❖ Public/Private key encryption
❖ Digital Signatures
❖ Steganography
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Network Security
❖ Host based security 

➢ Anti-Virus
❖ Firewalls
❖ Honeypots
❖ Hacking - White Hat / Black Hat
❖ The Dark Net - Case Study: Silk Road
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Mobile Forensics
❖ Definition
❖ The Goal
❖ Where is the Evidence?
❖ Importance of Mobile
❖ What’s Different with Mobile?
❖ History
❖ Statistics
❖ Evidence
❖ Case Studies
❖ Tools
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Impact on Teaching and Learning
❖ Introduction to “backend” computer science
❖ Better understanding

➢ Information & Data - Storage, representation and 
encryption

➢ Internet - How it works
➢ Computer/Information/Network/Internet Security
➢ Dark Net 
➢ Tools and command line access
➢ Investigation and forensics considerations

❖ More student engagement
20
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Summary
❖ There is a critical shortage in 

Cybersecurity professionals 
❖ Potential for career advancement
❖ Salary
❖ Opportunities for Teacher Training and 
❖ Ideas for possible topics to include in a 

curriculum
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QUESTIONS 
AND DISCUSSION
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